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FILE PACKING AND UNPACKING METHOD,
AND DEVICE THEREOF

CLAIM OF PRIORITY

This application is a U.S. National Phase application under
35 US.C. §371 of International Application No. PCT/
(CN2012/084867, filed Nov. 20, 2012, the entire contents of
which are incorporated herein by reference.

FIELD OF THE DISCLOSURE

The present disclosure relates to telecommunications tech-
niques, and more particularly, to a method and an apparatus
for packing/unpacking a file.

BACKGROUND OF THE DISCLOSURE

FIG. 1 is a schematic diagram illustrating a principle of a
conventional file packing and unpacking process. A target file
is encrypted by an encryption/decryption algorithm to obtain
an encrypted target file (i.e., the target file after being
encrypted). Then, the encrypted target file is embedded into a
packed target file (i.e., the target file after being packed). In
addition, an algorithm key (secrete key) required by the
encryption/decryption algorithm and the encryption/decryp-
tion algorithm are also embedded in the packed target file.
The packing operation is to compress executable program
resources. It is a frequently-used means for protecting a file.
A program after being packed can be executed directly. But
source codes of the program cannot be seen without an
unpacking operation.

For a file unpacking procedure, after the packed target file
is obtained, the encryption/decryption algorithm in the
packed target file is executed automatically, so as to decrypt
the encrypted target file in the packed target file and to obtain
the original target file. The file unpacking process ends after
the original target file is loaded.

SUMMARY OF THE DISCLOSURE

Examples of the present disclosure provide a file packing/
unpacking method and apparatus, so as to increase a security
level of a packing technique.

According to an example of the present disclosure, a file
packing method is provided. The method includes:

encrypting a target file using an encryption/decryption

algorithm to obtain an encrypted target file, dividing the
encryption/decryption algorithm into a first part encryp-
tion/decryption algorithm and a second part encryption/
decryption algorithm;

obtaining a packed target file according to the first part

encryption/decryption algorithm and the encrypted tar-
get file; and

informing an unpacking apparatus of the packed target file

and the second part encryption/decryption algorithm.

According to another example of the present disclosure, a
file unpacking method is provided. The method includes:

receiving a packed target file and a second part encryption/

decryption algorithm transmitted by a packing appara-
tus;

obtaining a first part encryption/decryption algorithm and

an encrypted target file from the packed target file;
obtaining an encryption/decryption algorithm according to

the first part encryption/decryption algorithm and the

second part encryption/decryption algorithm; and
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2

decrypting the encrypted target file using the encryption/
decryption algorithm to obtain a target file.

According to still another example of the present disclo-
sure, a file packing apparatus is provided. The apparatus
includes:

a first obtaining module, adapted to encrypt a target file
using an encryption/decryption algorithm to obtain an
encrypted target file;

a dividing module, adapted to divide the encryption/de-
cryption algorithm into a first part encryption/decryp-
tion algorithm and a second part encryption/decryption
algorithm;

a second obtaining module, adapted to obtain a packed
target file according to the first part encryption/decryp-
tion algorithm and the encrypted target file; and

a transmitting module, adapted to transmit the packed tar-
get file and the second part encryption/decryption algo-
rithm to an unpacking apparatus.

According to yet another example of the present disclo-
sure, a file unpacking apparatus is provided. The apparatus
includes:

a receiving module, adapted to receive a packed target file
and a second party encryption/decryption algorithm
transmitted by a packing apparatus;

a first obtaining module, adapted to obtain a first part
encryption/decryption algorithm and an encrypted tar-
get file from the packed target file;

a second obtaining module, adapted to obtain an encryp-
tion/decryption algorithm according to the first part
encryption/decryption algorithm and the second part
encryption/decryption algorithm; and

a third obtaining module, adapted to obtain a target file
through decrypting the encrypted target file using the
encryption/decryption algorithm.

In examples of the present disclosure, the encryption/de-
cryption algorithm is divided and only a part of the encryp-
tion/decryption algorithm is carried in the packed target file.
Thus, the complete encryption/decryption algorithm is hard
to be found and cracked and the security level of the packing
technique is increased.

The above merely gives a brief description to the technical
solution of the present disclosure. In order to make the tech-
nical solution and merits of the present disclosure clearer and
may be implemented according to the description of the
present disclosure, detailed description will be given in the
following with reference to examples and accompanying
drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a schematic diagram illustrating a principle of a
conventional file packing and unpacking technique.

FIG. 2 is a schematic diagram illustrating a principle of a
file packing process according to a first example of the present
disclosure.

FIG. 3 is a schematic diagram illustrating a principle of a
file unpacking process according to the first example of the
present disclosure.

FIG. 4 is a flowchart illustrating a file packing and unpack-
ing method according to the first example of the present
disclosure.

FIG. 5 is a schematic diagram illustrating a structure of a
file packing apparatus according to a second example of the
present disclosure.
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FIG. 6 is a schematic diagram illustrating a structure of a
file unpacking apparatus according to a third example of the
present disclosure.

DETAILED DESCRIPTION OF THE
DISCLOSURE

Hereinafter, the technical solution of the present disclosure
will be described in further detail with reference to accompa-
nying drawings and examples, so as to make the technical
solution therein clearer. It should be noted that, the following
described examples are merely some embodiments of the
present disclosure but do not form all embodiments. Based on
the following examples, those with ordinary skill in the art
would have many variations without an inventive work,
which are also within the protection scope of the present
disclosure.

A First Example

The first example of the present disclosure provides a file
packing and unpacking method (applied to but is not limited
to a Flash file). The method may be applied in discrete file
packing and unpacking processes. The term “discrete” means
that the unpacking of each file is independent. FIG. 2 and FIG.
3 respectively show a file packing process and a file unpack-
ing process. As shown in FIG. 2, a main principle of the file
packing process is as follows. A packing apparatus encrypts a
target file (i.e., TargetFile needs to be packed) using an
encryption/decryption algorithm (Alg) to obtain an encrypted
target file (i.e., CipherFile). The packing apparatus divides
the encryption/decryption algorithm into a first part encryp-
tion/decryption algorithm (AlgB) and a second part encryp-
tion/decryption algorithm (AlgA), and obtains a packed tar-
get file using the first part encryption/decryption algorithm
(AlgB) and the encrypted target file (CipherFile). As shown in
FIG. 3, a main principle of the file unpacking process is as
follows. An unpacking apparatus receives a packed target file
(ShellFile) and the second part encryption/decryption algo-
rithm (AlgA) transmitted by the packing apparatus, obtains
the first packet encryption/decryption algorithm (AlgB) and
the encrypted target file (CipherFile) from the packed target
file (ShellFile). Then, the unpacking apparatus obtains the
encryption/decryption algorithm according to the first part
encryption/decryption algorithm (AlgB) and the second part
encryption/decryption algorithm (AlgA). The unpacking
apparatus decrypts the encrypted target file (CipherFile)
using the encryption/decryption algorithm (Alg) to obtain the
target file (TargetFile).

Based on the principles shown in FIG. 2 and FIG. 3, a file
packing and unpacking method is shown in FIG. 4. As shown
in FIG. 4, the method includes the following.

At block 401, a packing apparatus (e.g., a developing
machine, a compiling machine, etc.) encrypts a target file
(i.e., TargetFile needs to be packed) using an encryption/
decryption algorithm (Alg) to obtain an encrypted target file
(CipherFile), and divides the encryption/decryption algo-
rithm into a first part encryption/decryption algorithm (AlgB)
and a second part encryption/decryption algorithm (AlgA),
wherein the first part encryption/decryption algorithm (AlgB)
carries an algorithm Key (secrete key) required by the encryp-
tion/decryption algorithm.

In the example of the present disclosure, the dividing of the
encryption/decryption algorithm (Alg) into the first part
(AlgB) and the second part (AlgA) includes: the packing
apparatus dividing a file corresponding to the encryption/
decryption algorithm (Alg) into two parts, AlgA and AlgB.
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Atblock 402, the packing apparatus obtains a packed target
file (ShellFile, i.e., a file finally generated by the packing
process) using the first part encryption/decryption algorithm
(AlgB) and the encrypted target file (CipherFile).

The packing apparatus may embed the first part encryp-
tion/decryption algorithm (AlgB) into an algorithm area (i.e.,
AlgB field) of a packing template file (ShellTemplate, i.e., a
template used for file packing), and embeds the encrypted
target file (CipherFile) into a data area (i.e., Data field) of the
packing template file (ShellTemplate), so as to obtain the
packed target file (ShellFile) through the packing template
file (ShellTemplate).

In the example of the present disclosure, after the first part
encryption/decryption algorithm (AlgB) and the encrypted
target file (CipherFile) are embedded into the packing tem-
plate file (ShellTemplate) whose algorithm area (AlgB field)
and data area (Data field) are empty, the packed target file
(ShellFile) is generated.

In one example, the packing template file (ShellTemplate)
may further include a target file type area (i.e., Type field).
Thus, when generating the packed target file (ShellFile), the
packing apparatus may further obtain a file type of the target
file (TargetFile) and embed the file type of the target file
(TargetFile) into the target file type area (Type field) of the
packing template file (Shell Template).

At block 403, the packing apparatus informs an unpacking
apparatus (e.g., a client device, etc.) of the packed target file
(ShellFile) and the second part encryption/decryption algo-
rithm (AlgA). After obtaining the packed target file (Shell-
File), the packing apparatus transmits the packed target file
(ShellFile) to a server and the server transmits the packed
target file (ShellFile) to the unpacking apparatus.

In the example of the present disclosure, the packed target
file (ShellFile) and the second part encryption/decryption
algorithm (AlgA) may be informed together or respectively
by the packing apparatus.

It should be noted that, when informing the unpacking
apparatus of the second part encryption/decryption algorithm
(AlgA), the packing apparatus uses an algorithm library (Al-
gLib) manner. The algorithm library (AlgLib) stores a corre-
sponding relationship between AlgB_MDS5 and AlgA of each
of several encryption/decryption algorithms, wherein
AlgB_MDS is an MDS5 value of AlgB of the encryption/
decryption algorithm, AlgA is the AlgA of the encryption/
decryption algorithm.

The packing apparatus needs to obtain the MDS5 value (i.e.,
AlgB_MDS) corresponding to the first part encryption/de-
cryption algorithm (AlgB) and record a corresponding rela-
tionship between the MDS5 value (AlgB_MDS5) correspond-
ing to the first part encryption/decryption algorithm and the
second part encryption/decryption algorithm (AlgA) in the
algorithm library (Alglib). Then, the packing apparatus
informs the unpacking apparatus of the algorithm library
(AlgLib).

Based on the above file packing operation, the method of
the present disclosure as shown in FIG. 4 may further include
a following file unpacking process.

At block 404, the unpacking apparatus receives the packed
target file (ShellFile) and the second part encryption/decryp-
tion algorithm (AlgA) transmitted by the packing apparatus.

It should be noted that, when receiving the packed target
file (ShellFile) and the second part encryption/decryption
algorithm (AlgA) transmitted by the packing apparatus, the
unpacking apparatus receives the second part encryption/
decryption algorithm (AlgA) in form of receiving the algo-
rithm library (Alglib) transmitted by the packing apparatus.
The algorithm library (AlgLib) stores the corresponding rela-
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tionship between MDS5 value (AlgB_MDS5) corresponding
the first part encryption/decryption algorithm (AlgB) and
second part encryption/decryption algorithm (AlgA) of each
of several encryption/decryption algorithms.

Atblock 405, the unpacking apparatus obtains the first part
encryption/decryption algorithm (AlgB) and the encrypted
target file (CipherFile) from the packed target file (ShellFile).

Since the packing template file (ShellTemplate) of the
packed target file (ShellFile) is embedded with the first part
encryption/decryption algorithm (AlgB) and the encrypted
target file (CipherFile), the unpacking apparatus may obtain
the embedded first part encryption/decryption algorithm
(AlgB) from the algorithm field (AlgB field) of the packing
template file (ShellTemplate) of the packed target file (Shell-
File), and obtains the embedded encrypted target file (Cipher-
File) from the data area (Data field) of the packing template
file (ShellTemplate) of the packed target file (ShellFile).

In one example, if the file type of the target file (TargetFile)
is embedded in packed target file (ShellFile), the unpacking
apparatus may further obtain the embedded file type of the
target file (TargetFile) from the target file type area (Type
field) of the packing template file (ShellTemplate) of the
packed target file (ShellFile).

At block 406, the unpacking apparatus obtains the encryp-
tion/decryption algorithm according to the first part encryp-
tion/decryption algorithm (AlgB) and the second part encryp-
tion/decryption algorithm (AlgA).

After obtaining the first part encryption/decryption algo-
rithm (AlgB) from the packed target file (ShellFile), the
unpacking apparatus obtains the MD5 value (AlgB_MDS)
corresponding to the first part encryption/decryption algo-
rithm (AlgB) and inquires the algorithm library (Alglib)
according to the MDS5 value (AlgB_MDS5) corresponding to
the first part encryption/decryption algorithm. Since the algo-
rithm library stores corresponding relationships between
MDS values (i.e., AlgB_MDS5) of the first part encryption/
decryption algorithms (AlgB) and the second part encryption/
decryption algorithms (AlgA) of several encryption/decryp-
tion algorithms, the corresponding second part encryption/
decryption algorithm (AlgA) may be obtained. Then, the
unpacking apparatus combines the first part encryption/de-
cryption algorithm (AlgB) and the second part encryption/
decryption algorithm (AlgA) to obtain the encryption/de-
cryption algorithm (Alg).

At block 407, the unpacking apparatus decrypts the
encrypted target file (CipherFile) using the encryption/de-
cryption algorithm (Alg) to obtain the target file (TargetFile).

In the example of the present disclosure, through dividing
the encryption/decryption algorithm and carrying merely a
part of the encryption/decryption algorithm in the packed
target file, the complete encryption/decryption algorithm is
not easy to be found and cracked. Thus, the security level of
the packing technique is increased.

It should be noted that, compared with conventional file
encryption procedure in an existing file encryption system, in
the file encryption system, the encryption/decryption algo-
rithm is not divided into the first part encryption/decryption
algorithm and the second part encryption/decryption algo-
rithm. The processing to the file in the file encryption system
cannot ensure the execution of the program. However, the
above file packing and unpacking process is capable of ensur-
ing the execution of the program.

A Second Example
Based on a similar idea of the above method example, an

example of the present disclosure provides a packing appa-
ratus, as shown in FIG. 5. The packing apparatus includes:
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6

a first obtaining module 51, adapted to encrypt a target file
using an encryption/decryption algorithm to obtain an
encrypted target file;

a dividing module 52, adapted to divide the encryption/
decryption algorithm into a first part encryption/decryp-
tion algorithm and a second part encryption/decryption
algorithm;

a second obtaining module 53, adapted to obtain a packed
target file according to the first part encryption/decryp-
tion algorithm and the encrypted target file; and

a transmitting module 54, adapted to transmit the packed
target file and the second part encryption/decryption
algorithm to an unpacking apparatus.

The second obtaining module 53 is further adapted to
embed the first part encryption/decryption algorithm into an
algorithm area of a packing template file, embed the
encrypted target file into a data area of the packing template
file, so as to obtain the packed target file according to the
packing template file.

The transmitting module 54 is further adapted to obtain an
MDS value corresponding to the first part encryption/decryp-
tion algorithm, record a corresponding relationship between
the MDS value of the first part encryption/decryption algo-
rithm and the second part encryption/decryption algorithm in
an algorithm library, and inform the unpacking apparatus of
the algorithm library.

In examples of the present disclosure, the target file
includes but is not limited to a Flash file.

A Third Example

Based on similar idea with the above method example, an
example of the present disclosure provides an unpacking
apparatus, as shown in FIG. 6. The unpacking apparatus
includes:

a receiving module 61, adapted to receive a packed target
file and a second party encryption/decryption algorithm
transmitted by a packing apparatus;

a first obtaining module 62, adapted to obtain a first part
encryption/decryption algorithm and an encrypted tar-
get file from the packed target file;

a second obtaining module 63, adapted to obtain an encryp-
tion/decryption algorithm according to the first part
encryption/decryption algorithm and the second part
encryption/decryption algorithm; and

a third obtaining module 64, adapted to obtain a target file
through decrypting the encrypted target file using the
encryption/decryption algorithm.

The first obtaining module 62 is further adapted to obtain
the first part encryption/decryption algorithm from an algo-
rithm area of a packing template file of the packed target file,
and obtain the encrypted target file from a data area of the
packing template file.

The receiving module 61 is further adapted to receive an
algorithm library transmitted by the packing apparatus,
wherein the algorithm library records a corresponding rela-
tionship between an MD5 value of the first part encryption/
decryption algorithm and the second part encryption/decryp-
tion algorithm.

The second obtaining module 63 is further adapted to

obtain the MDS5 value corresponding to the first part
encryption/decryption algorithm,

inquire the algorithm library according to the MDS value
corresponding to the first part encryption/decryption
algorithm to obtain the second part encryption/decryp-
tion algorithm; and
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combine the first part encryption/decryption algorithm and
the second part encryption/decryption algorithm to
obtain the encryption/decryption algorithm.

In examples of the present disclosure, the target file
includes but is not limited to a Flash file.

Through the above descriptions, those with ordinary skill
in the art would know that the present disclosure may be
implemented in form of software and a necessary hardware
platform, or implemented by hardware. But the former is
better in most cases. Base on this, the technical solution of the
present disclosure or the contribution part may be embodied
in form of software product stored on a storage medium. The
software product includes a set of instructions executable by
a computer (e.g., personal computer, server, or network
device) to execute the methods described with reference to
each example of the present disclosure.

The drawings merely show some schematic diagrams of
examples, not all the modules or blocks in the drawings are
necessary for implementing the present disclosure.

It is apparent for those with ordinary skill in the art that, the
modules in the apparatus may be disposed in the apparatus
according to the description of the examples, or may be dis-
posed in one or more apparatuses after corresponding varia-
tion. The modules may be combined into one module or
divided into multiple sub-modules.

What has been described and illustrated herein is a pre-
ferred example of the disclosure along with some of'its varia-
tions. The terms, descriptions and figures used herein are set
forth by way of illustration only and are not meant as limita-
tions. Many variations are possible within the spirit and scope
of the disclosure, which is intended to be defined by the
following claims—and their equivalents—in which all terms
are meant in their broadest reasonable sense unless otherwise
indicated.

The invention claimed is:

1. A file packing method, comprising:

encrypting a target file using an encryption/decryption

algorithm to obtain an encrypted target file, dividing the
encryption/decryption algorithm into a first part encryp-
tion/decryption algorithm and a second part encryption/
decryption algorithm;

obtaining a packed target file according to the first part

encryption/decryption algorithm and the encrypted tar-
get file; and
informing an unpacking apparatus of the packed target file
and the second part encryption/decryption algorithm;

wherein the informing the unpacking apparatus of the sec-
ond part encryption/decryption algorithm comprises:
obtaining an MDS5 value corresponding to the first part
encryption/decryption algorithm, recording a relation-
ship between the MDS5 value corresponding to the first
part encryption/decryption algorithm and the second
part encryption/decryption algorithm in an algorithm
library; and informing the unpacking apparatus of the
algorithm library.

2. The file packing apparatus of claim 1, wherein the
obtaining the packed target file according to the first part
encryption/decryption algorithm and the encrypted target file
comprises:

embedding the first part encryption/decryption algorithm

into an algorithm area of a packing template file, embed-
ding the encrypted target file into a data area of the
packing template file, so as to obtain the packed target
file through the packing template file.

3. The method of claim 1, wherein the file comprises a
Flash file.
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4. A file unpacking method, comprising:

receiving a packed target file and a second part encryption/
decryption algorithm transmitted by a packing appara-
tus;

obtaining a first part encryption/decryption algorithm and
an encrypted target file from the packed target file;

obtaining an encryption/decryption algorithm according to
the first part encryption/decryption algorithm and the
second part encryption/decryption algorithm;

decrypting the encrypted target file using the encryption/
decryption algorithm to obtain a target file; and

receiving an algorithm library wherein the algorithm
library records a relationship between an MDS5 value
corresponding to the first part encryption/decryption
algorithm and the second part encryption/decryption
algorithm;

wherein the obtaining the encryption/decryption algorithm
according to the first part encryption/decryption algo-
rithm and the second part encryption/decryption algo-
rithm comprises: obtaining the MDS5 value correspond-
ing to the first part encryption/decryption algorithm,
inquiring the algorithm library according to the MDS5
value corresponding to the first part encryption/decryp-
tion algorithm to obtain the second part encryption/de-
cryption algorithm; and combining the first part encryp-
tion/decryption algorithm and the second part
encryption/decryption algorithm to obtain the encryp-
tion/decryption algorithm.

5. The file unpacking method of claim 4, wherein the
obtaining the first part encryption/decryption algorithm and
the encrypted target file from the packed target file comprises:

obtaining the first part encryption/decryption algorithm
from an algorithm area of a packing template file of the
packed target file, and obtaining the encrypted target file
from a data area of the packing template file.

6. The file unpacking method of claim 4, wherein the file
comprises a Flash file.

7. A packing apparatus, comprising:

a first obtaining module, adapted to encrypt a target file
using an encryption/decryption algorithm to obtain an
encrypted target file;

a dividing module, adapted to divide the encryption/de-
cryption algorithm into a first part encryption/decryp-
tion algorithm and a second part encryption/decryption
algorithm;

a second obtaining module, adapted to obtain a packed
target file according to the first part encryption/decryp-
tion algorithm and the encrypted target file; and

a transmitting module, adapted to transmit the packed tar-
get file and the second part encryption/decryption algo-
rithm to an unpacking apparatus;

wherein the transmitting module is further adapted to
obtain an MDS5 value corresponding to the first part
encryption/decryption algorithm, record a correspond-
ing relationship between the MDS5 value of the first part
encryption/decryption algorithm and the second part
encryption/decryption algorithm in an algorithm library,
and inform the unpacking apparatus of the algorithm
library.

8. The packing apparatus of claim 7, wherein the second
obtaining module is further adapted to embed the first part
encryption/decryption algorithm into an algorithm area of a
packing template file, embed the encrypted target file into a
data area of the packing template file, so as to obtain the
packed target file according to the packing template file.

9. The file packing apparatus of claim 7, wherein the file
comprises a Flash file.
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10. An unpacking apparatus, comprising:

a receiving module, adapted to receive a packed target file
and a second party encryption/decryption algorithm
library transmitted by a packing apparatus;

a first obtaining module, adapted to obtain a first part
encryption/decryption algorithm and an encrypted tar-
get file from the packed target file;

a second obtaining module, adapted to obtain an encryp-
tion/decryption algorithm according to the first part
encryption/decryption algorithm and the second part
encryption/decryption algorithm; and

a third obtaining module, adapted to obtain a target file
through decrypting the encrypted target file using the
encryption/decryption algorithm;

wherein the receiving module is further adapted to receive
an algorithm library transmitted by the packing appara-
tus, where the algorithm library records a corresponding
relationship between an MDS5 value of the first part
encryption/decryption algorithm and the second part
encryption/decryption algorithm;

15
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wherein the second obtaining module is further adapted to
obtain the MDS5 value corresponding to the first part
encryption/decryption algorithm, inquire the algorithm
library according to the MDS value corresponding to the
first part encryption/decryption algorithm to obtain the
second part encryption/decryption algorithm; and com-
bine the first part encryption/decryption algorithm and
the second part encryption/decryption algorithm to
obtain the encryption/decryption algorithm.

11. The unpacking apparatus of claim 10, wherein the first
obtaining module is further adapted to obtain the first part
encryption/decryption algorithm from an algorithm area of a
packing template file of the packed target file, and obtain the
encrypted target file from a data area of the packing template
file.

12. The unpacking apparatus of claim 10, wherein the file
comprises a Flash file.
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